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Title

USBmon Heartbeat Lost
from 192.168.0.100 in
NextSysSecure, Inc at Thu
Jul 26, 2007 12:40:23

USB Device Removed at
NextSysSecure, Inc on at
Thu Jul 26, 2007 12:35:46

File(s) Deleted from USB
Device at NextSysSecure,
Inc on at Thu Jul 26, 2007
12:35:22

File Modified on USB
Device at NextSysSecure,
Inc on at Thu Jul 26, 2007
12:34:57

File Modified on USB
Device at NextSysSecure,
Inc on at Thu Jul 26, 2007
12:34:56

File(s) Copied at
NextSysSecure, Inc on at
Thu Jul 26, 2007 12:34:34

File(s) Copied at
NextSysSecure, Inc on at
Thu Jul 26, 2007 12:34:07

Acknowledge All Events
Description

USBmon Heartbeat Lost from 192.168.0.100 in

NextSysSecure, Inc at Thu Jul 26, 2007 12:40:23 e

USB Device Removed at NextSysSecure, Inc on at Thu Jul
26, 2007 12:35:46 HTTP Notification Received
(DeviceRemoved) Customer = NextSysSecure, Inc Device
Type = Event Time = 2007-07-26 12:36:26 Severity =
Informational UserName = AlCapone Originating System =
LAPTOP1 USB Session ID = 1200985182 IP Address =
192.168.0.100 Group ID = NextSysSecure

Detail

File(s) Deleted from USB Device at NextSysSecure, Inc on at
Thu Jul 26, 2007 12:35:22 HTTP Notification Received
(FileDeleted) Customer = NextSysSecure, Inc Event Time =
2007-07-26 12:36:02 Severity = Major UserName = AlCapone
Filename = Event#(7) F://Sales Presentation.ppt Originating
System = LAPTOP1 USB Session ID = 1200985182 IP
Address = 192.168.0.100 Group ID = NextSysSecure

Detail

File Modified on USB Device at NextSysSecure, Inc on at Thu
Jul 26, 2007 12:34:57 HTTP Notification Received
(FileModified) Customer = NextSysSecure, Inc Event Time =
2007-07-26 12:35:37 Severity = Major UserName = AlCapone
Filename = Event#(6) F://My List.xIs Originating System =
LAPTOP1 USB Session ID = 1200985182 IP Address =
192.168.0.100 Group ID = NextSysSecure

Detail

File Modified on USB Device at NextSysSecure, Inc on at Thu
Jul 26, 2007 12:34:56 HTTP Notification Received
(FileModified) Customer = NextSysSecure, Inc Event Time =
2007-07-26 12:35:36 Severity = Major UserName = AlCapone
Filename = Event#(5) F://Customer List.xls Originating
System = LAPTOP1 USB Session ID = 1200985182 IP
Address = 192.168.0.100 Group ID = NextSysSecure

Detail

File(s) Copied at NextSysSecure, Inc on at Thu Jul 26, 2007
12:34:34 HTTP Notification Received (FileCopied) Customer
= NextSysSecure, Inc Event Time = 2007-07-26 12:35:14
Severity = Major UserName = AlCapone Filename = Source-
>C://Documents and Settings//AlCapone//My
Documents//Sales Presentation.ppt, Event#(4) F://Sales
Presentation.ppt Originating System = LAPTOP1 USB
Session ID = 1200985182 IP Address = 192.168.0.100 Group
ID = NextSysSecure

Detail

File(s) Copied at NextSysSecure, Inc on at Thu Jul 26, 2007
12:34:07 HTTP Notification Received (FileCopied) Customer
= NextSysSecure, Inc Event Time = 2007-07-26 12:34:47
Severity = Major UserName = AlCapone Filename = Source-
>C://[Documents and Settings//AlCapone//My
Documents//Customer List.xls, Event#(3) F://Customer
List.xls Originating System = LAPTOP1 USB Session ID =
1200985182 IP Address = 192.168.0.100 Group ID =
NextSysSecure

Detail



Policy Action for USB Device at NextSysSecure, Inc on at Thu

Jul 26, 2007 12:33:19 HTTP Notification Received

(PolicyAction) Customer = NextSysSecure, Inc Event Time =
2007-07-26 12:33:59 Severity = Informational UserName = Detail

Policy Action for USB

Acknowledged by 07/26/2007 Device at NextSysSecure,

admin on 07/26/07

at 12:52 12:33 '1”20 303” fg Thu Jul26, 2007 A\=anone Originating System = LAPTOP1 USB Session ID =
o 1200985182 USB Session Policy Accept = Yes , Event#(2) IP

Address = 192.168.0.100 Group ID = NextSysSecure

USB Device Inserted at NextSysSecure, Inc on at Thu Jul 26,

2007 12:33:15 HTTP Notification Received (Devicelnserted)
Acknowledged by 07/26/2007 USB Device Inserted at Customer = NextSysSecure_, Inc Device Type = Event Time =
admin on 07/26/07 12:33 NextSysSecure, Incon at  2007-07-26 12:33:55 Severity = Informational UserName = Detail
at 12:52 : Thu Jul 26, 2007 12:33:15 AlCapone Originating System = LAPTOP1 USB Session ID =

1200985182 IP Address = 192.168.0.100 Group ID =

NextSysSecure

USBmon started at NextSysSecure, Inc on at Thu Jul 26,

2007 12:28:18 HTTP Notification Received (Startup)

Customer = NextSysSecure, Inc Event Time = 2007-07-26

12:28:56 Severity = Informational UserName = AlCapone

Originating System = LAPTOP1 USB Config Info =
Acknowledged by )55, USBmon started at VERSION(v2.2.51),SessionID: 1200984817,NICs ,Intel(R) .
admin on 07/26/07 12:28 NextSysSecure, Inc on at PRO/Wireless 3945ABG Network Connection - Packet Detail
at 12:52 ' Thu Jul 26, 2007 12:28:18

Scheduler Miniport ,USBDevices ,HCDO : Intel(R) 82801G
(ICH7 Family) USB Universal Host Controller - 27C8

,RootHub ,[Port1] DeviceConnected : USB Composite Device -
Logitech Inc. , IP Address = 192.168.0.100 Group ID =
NextSysSecure

The Events Log provides an real-time, chronological log of all Monitored Systems' USB Mass Storage Device
Use Activity. The Log displayed here shows the NetworksAOK's Real Time Events Log when Events are sent
from the Individual Monitored Systems using HTTP, HTTPS, or SMTP. The Individual Monitored Systems can
also be setup to send SNMP Traps to other Monitoring Systems, such as HP OpenView, however the Log will be
displayed as those products are designed.

The Acknowledge Column in this Log initially appears as a 'Ack’ button and changes to text when selected,
indicating when and who acknowledged the event.



